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“DISCONNECTED TO SAVE BATTERY MY LIFE” 2

“... former Vice President Dick Cheney 
revealed that his doctor ordered the wireless 
functionality of his heart implant disabled 
due to fears it might be hacked in an 
assassination attempt.” 

October 21, 2013.
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CHALLENGES IN IWMDS SECURITY 3

Security
Unique usage model 
(Security vs. Safety) 
Prompt access should be granted in an emergency 
when patient is unconscious

Limited energy 
Power-hungry security techniques (e.g., public key 
encryption) are not feasible

Limited user interface 
Traditional user-operated security techniques (e.g., 
PIN, fingerprint) are not feasible



TeleProbe 
LC-tank based inductive coupling for 
zero-power communication

SecureVibe 
Vibration-based side channel for secure 
wireless connection establishment

SOLUTIONS FOR SECURE AND ENERGY-EFFICIENT CONNECTIVITY 4



KEY IDEA: VIBRATION-BASED SIDE CHANNEL 5
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WIRELESS PROBING OF IMPLANTABLE MEDICAL DEVICES 6

Continuous signal posing 
in implantation 

(e.g., ECG, EMG, blood glucose)



CHALLENGES IN IWMDS IOT SECURITY 7

Security
Unique usage model 
IoT end-point devices have unique usage models 

Application- and domain-specific security

Limited energy 
IoT end-point devices are untethered, relying on 
limited batteries or energy harvesting  

Low-power security

Limited user interface 
IoT end-point devices are deeply embedded and 
have a stringent form-factor constraint 

Small-footprint HCI 


